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SOFTWARE ENGINEER SUMMARY 
Engineering Manager with 10+ years in software engineering and a specialization in Application Security. Leads 
crossfunctional teams where delivery speed and security are treated as the same goal, having led frontend, mobile, 
backend, and QA squads in fintech, edtech, and enterprise environments. Track record includes reducing incidents by 
80%, achieving 100% LGPD compliance, and embedding DevSecOps practices into teams with no prior security 
culture. Able to read a threat model and write the fix, translating security risk into business language for executives 
and into actionable tasks for engineers. 

 

CORE SKILLS & TECHNOLOGIES 

Application & Security Engineering: Application Security, Secure SDLC, Threat Modeling (STRIDE/DREAD), Security Risk 
Assessment, Vulnerability Management & Remediation, SAST/DAST, Secure Code Review, Security Automation, Python, 
Gitleaks, Semgrep, OWASP ZAP 

Security & Engineering Leadership: Security Leadership, Engineering Management, Technical Leadership, People 
Management, Security Strategy, Cross-Functional Leadership, Mentoring & Coaching, Stakeholder Management 

Security Architecture & DevSecOps: Security-by-Design, CI/CD Security, Security Gates, CIS Controls, Secrets 
Management, Software Architecture, Cloud (AWS/Azure), Observability 

EMPLOYMENT & EXPERIENCE 

Engineer Security Manager (Hybrid) — Trinca​ Dec 2025 – Present 
Currently Cybersecurity Engineer manager at TRINCA, leading engineering for FairFax across engineering, AI, and cybersecurity 
domains. 

▪​ Built the engineering AppSec program from the ground up, implementing Trivy, Semgrep, OWASP ZAP, Gitleaks, 

DefectDojo, and Wazuh; a TCO analysis against Aikido reduced projected licensing costs by 30%. 

▪​ Led vulnerability management and remediation, continuously prioritizing critical and high-severity security findings 

across mission-critical products. 

▪​ Designed a secure code-review pipeline integrating secret detection (Gitleaks), code quality analysis (SonarQube), 

and DAST (OWASP ZAP), embedding automated security gates into CI/CD and the Secure SDLC. 

▪​ Conducted security and privacy risk assessments, process reviews, and data-protection reporting under LGPD within 

the insurance sector. 

▪​ Mitigated sensitive-data exposure through data-masking strategies, strengthening privacy and secure-by-design 

practices across analytics workflows. 

▪​ Implemented CIS Controls hardening, software disaster-recovery planning, and STRIDE/DREAD threat modeling to 

identify and mitigate security risks early in the software lifecycle. 

▪​ Led and mentored a 25-person cross-functional engineering organization (4 Tech Leads, 5 QAs, 11 Software 

Engineers, 2 DevOps, 1 DBA) across 7 squads and 9 products, accountable for engineering quality, security, delivery, 
and professional development. 

▪​ Provided technical and security leadership for the Fairfax Technical Core, supporting strategic decision-making 

across software engineering, architecture, AI, and cybersecurity. 

▪​ Managed the full SDLC from planning through delivery, partnering with Product and business stakeholders to 

balance engineering efficiency, software quality, security, and business priorities. 

 
Tools & Methodologies: Trivy, Semgrep, OWASP ZAP, Gitleaks, DefectDojo, Wazuh, Aikido, SonarQube, KQL, MS Sentinel, 
MS Defender, Grafana 

http://lucasrocha.dev.br
http://linkedin.com/in/lucasrocha27/


Application Security Specialist (remote) — Freelancer​ Apr 2024 – Present 
Provided Application Security consulting services to software teams, helping identify and mitigate security risks through threat 
modeling, automated security testing, vulnerability management, and secure development practices. 

▪​ Conducted threat modeling using STRIDE and DREAD, including full application decomposition and security risk 

assessment. 

▪​ Implemented SAST, DAST, and secret-scanning pipelines using Aikido, Rainforest, Python, Gitleaks, and TruffleHog, 

including security automation 

▪​ Delivered vulnerability reports for executives and engineering teams and conducted secure-development training, 

workshops, and talks. 
Tools & Methodologies: STRIDE and DREAD, SAST/DAST, Aikido, Rainforest, Python, Gitleaks, TruffleHog 

 

 

Tech Lead (On-site) — CRMBonus​ Apr 2024 – Nov 2025 
A technology company specializing in customer engagement and digital rewards, with Vale Bônus providing a digital benefits 
ecosystem connecting major brands, partners, and consumers. 

▪​ Acted as a Security Champion, driving secure development practices across frontend, backend, mobile, and QA 

squads and promoting cybersecurity awareness and security-by-design across engineering teams. 

▪​ Defined and promoted secure engineering standards across architecture, microservices, automated testing, CI/CD, 

and observability, while developing security automation and vulnerability reports for engineering teams and 
executives. 

▪​ Mentored engineers through 1:1s, continuous feedback, and career development, while driving proactive 

engineering improvements that contributed to an 80% reduction in frontend incidents. 
Tools & Methodologies: Secure SDLC, CI/CD, Microservices, Datadog, Security Automation, Vulnerability Management, 
Secure Development 

Engineer Lead (remote) — Porto​ Aug 2022 – Mar 2024 
One of Brazil’s largest insurance and financial services groups, operating at nationwide scale across insurance, banking, healthcare, 
mobility, and services, with a broad digital ecosystem serving millions of customers. 

▪​ Led the frontend engineering chapter for the Sales Hub, supporting multiple squads and defining engineering 

standards, architecture, development processes, and technical documentation. 

▪​ Drove secure and scalable frontend architecture using React and Adobe Experience Manager (AEM), establishing 

best practices across automated testing, CI/CD, code quality, and software delivery. 

▪​ Improved application reliability and operational visibility through monitoring and observability with Dynatrace, 

while partnering with stakeholders on roadmap execution and technical decisions. 
▪​ Mentored engineers through 1:1s, continuous feedback, and career development, promoting engineering quality, 

secure development, and knowledge sharing across teams. 
Tools & Methodologies: React, Adobe Experience Manager (AEM), Dynatrace, Secure Development, Software 
Architecture, Automated Testing, CI/CD, Observability, Engineering Leadership 

Frontend Staff Engineer (remote) — Árvore​ Apr 2022 – Aug 2022 
An EdTech company providing digital reading and learning solutions for thousands of students. 

▪​ Developed scalable frontend solutions and improved code quality and maintainability, contributing to a 20% 

reduction in bug reports. 
▪​ Led accessibility initiatives aligned with WCAG standards. 
Tools & Methodologies: Frontend Engineering, WCAG, Accessibility, Code Quality 

Tech Manager (On-Site) — BeCapital​ Dec 2021 – May 2022 
A FinTech company focused on digital investment platforms and financial technology solutions. 

▪​ Managed engineering teams and consulting engagements, overseeing technical delivery and scalable frontend 

solutions 
▪​ Established secure coding and SDLC practices, achieving 100% LGPD compliance, while mentoring and developing 

engineers. 



Tools & Methodologies: Secure SDLC, Secure Coding, LGPD, Engineering Management 

Senior Software Engineer (On-Site) — BeCapital​ Jun 2021 – Dec 2021 
A FinTech company focused on digital investment platforms and financial technology solutions. 

▪​ Designed software architecture and features for investment platforms and CRM solutions, while supporting AWS, 

Azure, and application databases. 
▪​ Introduced automation, unit testing, and secure coding practices to improve software reliability. 
Tools & Methodologies: AWS, Azure, Power Automate, PowerApps, Unit Testing, Secure Coding 

 

 

 

 

Full Stack Developer (Hybrid) — Stone Co.​ Sep 2020 – Apr 2021 

A Brazilian FinTech and payments company providing financial and technology solutions for businesses. 

▪​ Developed and maintained business-critical logistics systems, contributing to web/mobile architecture, unit testing, 

UX/UI, and accessibility. 

Tools & Methodologies: Full-Stack Development, Mobile Development, Unit Testing, Software Architecture, Accessibility 

Mobile Developer (On-Site) — Target Bank​ Jun 2020 – Aug 2021 

A FinTech company providing digital payment and banking solutions. 

▪​ Migrated the Target Conta Digital application from native Android/Java to Flutter, while contributing to mobile 

architecture, UX/UI, and accessibility. 

Tools & Methodologies: Flutter, Java, Android, Mobile Architecture, Accessibility 

Full Stack Developer (On-Site) — Tv Escola​ May 2017 – Jun 2020 
A Brazilian educational broadcasting organization focused on educational media and television services. 

▪​ Developed and supported closed-caption and television engineering systems, contributing to architecture, technical 

documentation, and WCAG accessibility initiatives. 

Tools & Methodologies: Full-Stack Development, Software Architecture, WCAG, Accessibility 
 

Jr. DevOps Engineer (On-Site) — Tv Escola​ Oct 2014 – May 2017 
A Brazilian educational broadcasting organization focused on educational media and television services. 

▪​ Managed Linux and Microsoft infrastructure, virtualization, high-availability broadcasting services, monitoring, cloud 

backups, and network compliance. 

Tools & Methodologies: Linux, Azure, Active Directory, AWS, Docker, VMware, Hyper-V, Zabbix 
 

EDUCATION  
Faculdade Metropolitana                                                                                                                                                   São Paulo, SP ​             
Postgraduate Specialization, Cybersecurity                                                                                                       ​                 2025 - 2026 
 
Faculdade Metropolitana                                                                                                                                                   São Paulo, SP ​             
Postgraduate Specialization, Software Engineering                                                                                        ​                 2026 - 2026 
 
Universidade Estácio de Sá                                                                                                                                                 São Paulo, SP ​             
Associate Degree, System Analysis, Information Technology                                                                         ​                 2025 - 2026 
 

PUBLICATIONS 

●​ First Impressions Count (and Load Fast): A Practical Guide to Mastering LCP 

https://dev.to/santoslucas11/a-primeira-impressao-conta-e-carrega-rapido-seu-guia-pratico-para-dominar-o-lcpparte-1-de-3-33mk


●​ Is Your Site Fast to Respond? A Practical Guide to Mastering FID (First Input Delay) 
●​ No More Layout Jumps! A Practical Guide to Eliminating CLS (Cumulative Layout Shift 
●​ Exploring and Mitigating XSS in React and Node.js Forms 
●​ The Junior Dev Journey: Like an RPG, But With Code 
●​ Cyber Coffee - Newsletter on Linkedin                                                                                                  ​                

https://dev.to/santoslucas11/seu-site-responde-rapido-guia-pratico-para-dominar-o-fid-first-input-delay-parte-2-de-3-21kh
https://dev.to/santoslucas11/chega-de-pulos-na-tela-guia-pratico-para-eliminar-o-cls-cumulative-layout-shift-parte-3-de-3-nc1
https://dev.to/santoslucas11/explorando-e-mitigando-xss-em-formularios-com-react-e-nodejs-dmd
https://dev.to/santoslucas11/the-junior-dev-journey-like-an-rpg-but-with-code-4ao9
https://www.linkedin.com/build-relation/newsletter-follow?entityUrn=7498925114399395842
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